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Security Advisory Notice 

Advisory ID: 
TDY-PSG-2026-001 

Issued: June 24, 2026 
Revision: 1.0  

Classification: Public 
 

⚠  SEVERITY: CRITICAL — Update Available — Action Required 

 

About This Notice (Revision 1.0) 

This is a notification of a critical security vulnerability that affects select Frontline products. A software patch is 
available. Action is required to update the affected products. 

 

Advisory Summary 

 

Advisory ID TDY-PSG-2026-001 

Revision 1.0  

Issue Date June 24, 2026 

Severity Critical (CVSS v3.1 Base Score: 9.8) 

Vulnerability Type Remote Code Execution (RCE) 

Attack Vector Network — Ethernet-connected devices only; USB-only operation is not affected 

Authentication Required None 

Patch Available Yes  

Customer Action 
Required 

Yes — Update affected products immediately or apply interim mitigations based 
on your risk profile (see below) 

Affected Products Frontline X240 / X240i  •  Frontline X500 / X500e 

 

Vulnerability Description 

 
Teledyne LeCroy has identified two critical vulnerabilities in the Wireless Protocol Software Suite (WPS) affecting the 
Frontline product line. These vulnerabilities may permit an unauthenticated remote attacker to execute arbitrary code 
on a device connected to an Ethernet network. 

Products operated exclusively via USB connection are not affected by these vulnerabilities. 

Teledyne LeCroy is not aware of any active exploitation of these vulnerabilities at the time of publication. This advisory 
is issued proactively so that customers can take timely protective action. 
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Affected Software Versions 

 
All previously released versions of WPS are affected. Specifically: 

• WPS 4.70 Alpha — Build 25.9.37086.38119 or lower 
• WPS 4.61 Alpha — Build 25.9.37086.37673 or lower 
• WPS 4.60 GA — Build 25.9.37086.37567 or lower 

 
 

Software Update Instructions 

 

We recommend immediately updating the WPS software and the product system firmware to WPS 4.70 Beta or 
higher. 

1. Download WPS 4.70 Beta software (or newer version) to your computer. You can find the software at: 
https://go.teledynelecroy.com/wps-software 

2. Install WPS 4.70 Beta software on your computer and launch the software. 

3. Connect each of the affected Frontline systems to the computer with the new software. 

a. A dialog will appear prompting a firmware upgrade.  

b. Click Upgrade Firmware to install the latest firmware on your device. 

4. Please remember to repeat the process of updating the firmware for each of the Frontline systems affected.  

 

Interim Mitigations 

 
If you cannot update the software immediately, Teledyne LeCroy recommends that customers assess their specific 
deployment environment and risk tolerance and implement one or more of the following mitigations accordingly. 
These mitigations reduce exposure but do not eliminate the underlying vulnerability. They should remain in place 
until the patch is applied. 

Customers should make their own determination as to which measures are appropriate given the sensitivity of their 
application, the security posture of the networks to which Frontline products are connected, and their operational 
requirements. 

Risk Tier Suggested Mitigation Actions 

HIGHEST 
Air-gap / most 
sensitive 

• Disconnect affected Frontline systems from all Ethernet networks immediately. 
• Operate exclusively via USB until the patch is released and applied. 
• Power off units when not actively in use. 

ELEVATED 
Internal 
network, 
limited 
exposure 

• Isolate affected systems to a dedicated, firewalled network segment with no external 
internet access. 

• Restrict inbound and outbound Ethernet traffic to known, required hosts only. 
• Monitor network traffic to and from affected devices for anomalous activity. 
• Operate via USB where operationally feasible. 
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MANAGED 
Well-
controlled, 
monitored 
environment 

• Ensure affected systems are behind a properly configured firewall and are not directly 
internet-accessible. 

• Apply principle of least privilege to network access for affected devices. 
• Enable logging and alerting on network connections to affected systems. 
• Document current network topology and review with your security team. 

ALL Contact Teledyne LeCroy support if you need assistance evaluating the appropriate mitigation for your 
environment. See the Contact section below. 

 

 

Contact and Support 

 
For questions about this advisory or assistance evaluating mitigations for your environment: 

• Email: psgsupport@teledyne.com 
• Reference subject line: Security Advisory TDY-PSG-2026-001 — [Your Company Name] 

 
To report a security vulnerability in a Teledyne LeCroy product, email psgsupport@teledyne.com with the subject line “Security 
Vulnerability Report.” Teledyne LeCroy is committed to responsible disclosure and to working collaboratively with customers and 
security researchers. 
 

 


